PRIVACY POLICY

for the website: hubnex-systems.com

1. DATA PROTECTION AT A GLANCE

GENERAL INFORMATION

The following information provides a simple overview of what happens to your personal data when you
visit this website. Personal data means any data by which you can be personally identified. Detailed
information on data protection can be found in the privacy policy below.

DATA COLLECTION ON THIS WEBSITE

Who is responsible for data collection on this website?

Data processing on this website is carried out by the website operator. The operator’s contact details can
be found in the section “Information on the Responsible Party” in this privacy policy.

How do we collect your data?

Some of your data is collected when you provide it during the registration of a user account. Other data is
collected automatically by our IT systems when you visit the website. This mainly includes technical data,
such as your internet browser, operating system, or the time at which the page is accessed, which is
necessary to ensure the smooth operation of the website.

What do we use your data for?

Automatically collected data is used to ensure the error-free and stable provision of the website. The data
you enter is used to create and manage your user access account.

What rights do you have regarding your data?

You have the right at any time to receive free information about the origin, recipients, and purpose of your
stored personal data. You also have the right to request that this data be corrected or deleted. In addition,
under certain circumstances, you have the right to request the restriction of the processing of your
personal data. You also have the right to lodge a complaint with the competent supervisory authority.

2. GENERAL INFORMATION AND MANDATORY NOTICES

DATA PROTECTION

The operators of this website take the protection of your personal data very seriously. We treat your
personal data confidentially and in accordance with statutory data protection regulations as well as this
privacy policy.

Please note that data transmission over the internet, for example when communicating by email, may
have security vulnerabilities. Complete protection of data against access by third parties is not possible.



INFORMATION ON THE RESPONSIBLE PARTY

The responsible party for data processing on this website is:

Responsible Party

Hubnex FZE

Business Centre, Sharjah Publishing City Free Zone
Sharjah, United Arab Emirates

Authorized Representative
Owner / Managing Director: Wilhelm Georg Bandi

Contact
Email: georg.bandi@hubnex-systems.com

License
License Number: 4428702.01

STORAGE PERIOD

Unless a more specific storage period is stated in this privacy policy, your personal data will remain with
us until the purpose for data processing no longer applies, for example when your user account is
deleted. Mandatory statutory provisions, in particular tax or commercial retention periods, remain
unaffected.

GENERAL INFORMATION ON THE LEGAL BASES FOR DATA PROCESSING ON THIS WEBSITE

If processing is necessary for the performance of a contract, such as registration or a user agreement, or
for the implementation of pre-contractual measures, Art. 6(1)(b) GDPR serves as the legal basis. The
automated collection of technical data to ensure operational security and functionality is based on our
legitimate interest pursuant to Art. 6(1)(f) GDPR.

RIGHT TO LODGE A COMPLAINT WITH THE COMPETENT SUPERVISORY AUTHORITY

In the event of violations of the GDPR, data subjects have the right to lodge a complaint with a supervisory
authority, in particular in the member state of their habitual residence, their place of work, or the place of
the alleged infringement.

RIGHT TO DATA PORTABILITY

You have the right to have data that we process automatically on the basis of a contract handed over to
you or to a third party in a commonly used, machine-readable format.

SSL ORTLS ENCRYPTION

For security reasons and to protect the transmission of confidential content, this site uses SSL or TLS
encryption. When SSL or TLS encryption is activated, the data you transmit to us, such as login details
during registration, cannot be read by third parties.

INFORMATION, DELETION, AND CORRECTION

Within the scope of the applicable statutory provisions, you have the right at any time to receive free
information about your stored personal data and the right to have this data corrected or deleted. You may
contact us at any time at the address provided in the legal notice.



3. DATA COLLECTION ON THIS WEBSITE

SERVER LOG FILES

The provider of the pages automatically collects and stores information in so-called server log files, which
your browser automatically transmits to us. These include:

e Browsertype and browser version

e Operating system used

o Referrer URL, meaning the previously visited page
e Host name of the accessing computer

e Time of the server request

e |Paddress

This data is collected on the basis of Art. 6(1)(f) GDPR. The website operator has a legitimate interest in
the technically error-free presentation, stability, and optimization of the website; for this purpose, server
log files must be collected.

REGISTRATION ON THIS WEBSITE

You can register on this website in order to use additional features. The data entered during registration,

such as name, email address, and password, is used only for the purpose of using the respective offer or
service for which you have registered. The mandatory information requested during registration must be

provided in full; otherwise, we will reject the registration.

The data entered during registration is processed for the purpose of fulfilling the user relationship
established by the registration and, where applicable, initiating further contracts pursuant to Art. 6(1)(b)
GDPR.

The data collected during registration is stored by us for as long as you remain registered on this website
and is subsequently deleted when you delete your account. Statutory retention periods remain
unaffected.

4. HOSTING

EXTERNAL HOSTING

This website is hosted by an external service provider, the hosting partner. The personal data collected on
this website is stored on the hosting provider’s servers. This primarily includes IP addresses, metadata
and communication data, as well as registration data.

We operate the cloud server(s) under our own administrative responsibility. The server location is
Nuremberg, Germany.

The hosting provider is used for the purpose of fulfilling our contractual obligations toward our users
pursuant to Art. 6(1)(b) GDPR and in the interest of providing our online services securely, quickly, and
efficiently pursuant to Art. 6(1)(f) GDPR.

Our hosting partner is:

Hetzner Online GmbH
Industriestr. 25

91710 Gunzenhausen
Germany



CONCLUSION OF A DATA PROCESSING AGREEMENT

To ensure data protection-compliant processing, we have concluded a data processing agreement with
our hosting provider.

5. COOKIES

TECHNICALLY NECESSARY COOKIES

Our website uses only technically necessary cookies, such as session cookies for login recognition.
These cookies are strictly necessary to ensure the smooth operation of the website and the protected
member area. They are automatically deleted after the browser is closed or after logout. Storage is based
on Art. 6(1)(f) GDPR, our legitimate interest in a functional web application.

6. PAYMENT PROCESSING VIA PAYPAL

USE OF PAYPAL

We use the payment service provider PayPal to process payments and manage subscriptions. If you
choose to pay via PayPal or by using a credit card payment option offered by PayPal, the personal data
required for payment processing will be transmitted to PayPal.

This may include, in particular, the following data:

e Name

e Email address

e Payment and transaction data

e Invoice amount and currency

e Otherinformation required to carry out the payment

PURPOSE AND LEGAL BASIS OF PROCESSING

Data is transmitted exclusively for the purpose of carrying out the payment process, managing your
subscription, and handling refunds and other payment-related transactions. The legal basis for this
processing is Art. 6(1)(b) GDPR (performance of a contract or implementation of pre-contractual
measures).

SUBSCRIPTION MANAGEMENT VIA WEBHOOKS

To manage your subscription, PayPal transmits information to us about the status of your payment and
subscription via so-called webhooks. This may include, in particular, notifications of successful
payments, renewals, cancellations, suspensions, or refunds. This information is processed exclusively to
correctly manage your user account, subscription status, and the contractually agreed services, as well
as to comply with statutory documentation and verification obligations.

RESPONSIBILITY OF PAYPAL

PayPal processes the personal data transmitted as part of payment processing as an independent
controller under data protection law. Further information on how PayPal processes personal data can be
found in PayPal’s privacy policy at:

https://www.paypal.com/de/legalhub/paypal/privacy-full
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